HACTPOWMKA POYTEPA MIKROTIK

1. MNogkntoumTte kabenb oT komnbioTepa B oavH M3 LAN-nopTtoB poytepa (0603HaYeHbl
umdpamm), a 3arem nogknoumnte kabenb, naoywmi ms nogvesga, B WAN-nopt (nubo
Ethernet) poyTepa.

2. Heobxogmmo BBectu B agpecHonm cTpoke 192.168.88.1 Ha cTpaHuUEe [AOJMKHO
OTKPbITbCH Takoe OKHO, Kak M306paeHo Huxe, rae HeobxoaumMo ckadaTb nporpammy
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You have connected to a router. Administrative access only. If this
device is not in your possession, please contact your local network
administrator.
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3. Haxumaem KHomky «...» ana otobpaxeHus yctponcts MikroTik. Beibupaem B cnucke Haw
poytep. Haxummaem kHomnky Connect. [anee BBOAMM [aHHble Ons aBTOpu3auumn Ha
uHTepdence poytepa. JIormH no ymonyanumio Admin, naponb A0SMKEH OCTaBaTbCs NYCTbIM.
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e MAC Address | IP Address | Identity
09 1 00:0C:42:D5:02:... 192.168.88.1  MikroTik

4. I'IpM OTKPbITUN YTUINMUTbI Bbl YBUOUTE MEHIO crieayrulero smaa:
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Name

[Type [L2MTU [T 1 Tx Pac... |Rx Pac... | Tx Deops |Rx Dn

| avether3ocal-sl. Ethemet ( 1524

S .. Ethemet 1524
S al.. BEhemet 1524
R Ethamet 1524

Ethameat 1526

B meHo cneBa Bblbupaem nyHKT PPP, nanee Haxumaem kHonky Add (B BuAe KpacHOro
nntoca) u Bblbnpaem 13 nyHkToB HXe PPPOE Client.
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PPP 1 Interface IPPPoE Servers ¢
Switch 7
svich [t (][] ] [7]
P X PPP Se_rver
MPLS N PPP Client
Routing B PPTP Server
System I PPTP C“ent
Queues SSTP Server
Files SSTP Client
Log L2TP Server
Radius L2TP Client
Tools _ r OVPN Server
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6. [anee y Bac oTKpoeTCs crieqytollee OKHO, Kak n3obpaxkeHo Huxe. Bo Bknaake General B
none Name BBoaum internet, a ans nons Interfaces BbiGupaem 3HadeHue etherl.

New Interface =] E3
General %M?)Status Traffic | OK |
Name: |internet 1 | | cancel |
Type: |PPPoE Client | | Apply |
L2MTU: | ||| Disable |
Max MTU: |1480 || | comment |
Max MRU: | 1480 ] | Copy |
MRRU: | ‘v l Remove |
- l Torch |

ertsces: I ¢ |
| PPPoE Scan |

7. Tlepekntoyaemca Ha Bknagky Dial Out. B none User BBOAUM NOMMH OT NOCTaBLUMKa
ycnyr, B none Password BBoguM naposb OT NocTaBLyMKa ycnyr. Takke oTmevaeT
nyHKT Use Peer DNS. 3axumaem OK.

New Interface =] E3
General Dial Out ]Status Traffic | 0K7 |
Service: | R4 l Cancel |
AC Name: } I v l Apply I
l Disable |
User: {sfade 4 ] I = I
Password: (22 5 |- l = |
L )
Profile: \default ‘EJ l Remz)\,/e |
|| Dial On Demand [ Torch |
v Add Default Route l = |
vl iUse Peer DNS 6 PERDE Sean
- Allow
v pap v chap
v mschap1 vl mschap2

Mocne cosgaHna PPPoE-coeanHeHnsa HanpoTUB HEro AoimkHa NosiBuTbLCSA OykBa R, koTopas
roBOpPUT O TOM, YTO COEaNHEHME YCTAaHOBIEHO.

Interface |PPPoEServers Secrets Profiles Active Connections

EE} EJB @ Efj [ PPP Scanner H PPTP Server ‘E

|[Name /| Type [L2MT_.[Tx |Rx
R $®internet PPPoE Client 0bps 0bc

coeunHeHue yCTaHOBNEeHO




8. [llepen Hayanom HacTPOWKM BeCnNpoBOAHON COeANHEHUSA HEOOX0AMMO BKNHOUNTL Wi-Fi
apantep. [na atoro cneBa BblbvpaeM nyHKT Wireless. B OTKpbIBLIEMCHA MEHIO
BblGmpaem Wi-Fi nHtepcenc Wlanl n Haxxmumaem Ha kHonky Enable (CuHss ranoudka).

Wireless 1 Wireless Tables

Brid |
plr:l)Pge Interfaces | Nstreme Dual Access List Registration
Switch (?»;J @‘ L{' | Scanngrj‘ Freq. Usa
Mesh ‘[ Type [L2MT.[Tx_
P N Wireless (Atheros... 2290

9. [anee cBepxy Bblbupaem pasgen Security Profiles, Haxxumaem Ha kHonky Add (kpacHbIn
KpecT). B OTKpbIBLUEMCSA OKHE MpMAyMblBAaeM HasBaHue ans npodwuns ©6e3onacHocTw,
ycTaHaBnueaem wudgposaHne WPA2 PSK n seogum B none WPA2 Pre-Shared Key
naponb Ans Bawen gomawHen Wi-Fi ceTn, npyaymaHHbin Bamu. Haxxumaem Ha kHonky OK

Interfaces Nstreme Dual AccessList Registration Connectlist Security Profiles |1

/o] [7]
\' Name  + |Mode |Authenticat...|Unicast Ci... |Group Ciph..|WPA Pre-Shar..|WF
default none ek Rxd
New Security Profile [=1 &3
General |RADIUS EAP Static Keys 0K 6
Name: iap_security 3 J
Mode: Ldynamig keys i]jj Apply
- Authentication Types
L | WPAPSK vl WPA2PSK 4
S -Remove
L | WPAEAP | WPA2 EAP -
- Unicast Ciphers
I vl tkip | aescem
[1 item .
- Group Ciphers
v tkip | aes ccm
WPA Pre-Shared Key: | |
WPA2 Pre-Shared Key: | 5 |

10. 3aTtem nepexogum BO Bknagky Interfaces v gBaxabl KypCOPOM MbIlIN KMMKAeM Ha
nHtepdgenc wlan1. B oTkpbiBLUEMCS OKHE nepexoaum Bo Bknagky Wireless. B nyHkTe
Mode Bbibnpaem pexnm paboTbl ap bridge (Touka gocTtyna B pexume mocta). B cnucke
Band Brbibupaem B/G/N. B none SSID ykasbiBaem ums cetn Wi-Fi. B nyHkTe Security
Profile ykasbiBaem umsa npocgunga 6e3onacHoOCT, KOTOpOe ycTaHaBnmBanu paHee. U
Haxnumaem OK Ons coxpaHeHus HacTpoek.



Mﬂ Nstreme Dual Access List Registration ConnectList Security Profiles

EHE D D D [ Scanner H Freq. Usage H Alignment H Wireless Sniffer l

Name /| Type L2MT.. ij le [TxPa !Rxpa |TxD
wlanl 2 Wireless (Atheros... 2290 Obps 0
Interface <wlanl> =] E3
General Wireless 3HT HTMCS WDS Nsteme .. | oKg |
Mode: lap bridge 4 ]E_[ | Cancel l
Band: [2GHz-B/G/N 5 [#] | Apply |
Channel Width: |20MHz [+]] | Disable |
Frequency: |2412 H?I MHz | Comment I
SSID: |AP_MikroTik o] Torch |
1‘i]ten Scan List |default |a || Scan.. |
Wireless Protocol: [unspeciﬁed H ¥ [ l Freq. Usage... |
Security Profile: Iap_security 7 ‘FI | Align.. I
Bridge Mode: ]enabled ]@ ! SO !

TR

BasoBas HacTpoika poyTepa 3aBeplueHa!



